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I. Context

In June 2026, the Ministry of Communications and Transport of Bosnia and Herzegovina published?! the
Pre-Draft Law on Electronic Communications (hereinafter: the “Pre-Draft ECL”). According to the propo-
nent, the purpose of this legislation is to align the electronic communications sector with the European
Union regulatory framework. Among other matters, the Pre-Draft ECL regulates the competences of the
national regulatory authority—the Communications Regulatory Agency of Bosnia and Herzegovina
(CRA)—the conditions applicable to electronic communications networks and services, market regulation,
security, privacy, end-user rights, radio spectrum management, and other related matters. One of the key
issues is the institutional position of the CRA, which remains a converged regulator responsible for both
electronic communications and electronic media.

The Organization for Security and Co-operation in Europe (OSCE), through the Office of the OSCE Repre-
sentative on Freedom of the Media, requested a legal analysis of the Pre-Draft ECL. The analysis also en-
compasses an assessment of its compliance with international standards and OSCE commitments concern-
ing freedom of expression and freedom of the media, as well as recommendations for its improvement
where necessary.

Il. Executive Summary

The Pre-Draft ECL represents a significant step forward compared with the Communications Law currently
in force, which is based on a considerably older European regulatory framework. The Pre-Draft transposes
the key mechanisms of the European Electronic Communications Code, the Gigabit Infrastructure Act and
the Open Internet Regulation. Although it does not regulate media content, it is indirectly relevant to free-
dom of the media and freedom of expression because it regulates the status of the CRA as a converged
regulator, the infrastructure through which media content is transmitted, the retention of communications
data and open internet access (net neutrality).

Regarding the status of the CRA, the Pre-Draft significantly strengthens the formal guarantees of its legal,
organizational, functional and financial independence. Particularly positive features include removing the
Council of Ministers from the procedure for appointing the Director, granting the CRA its own legal per-
sonality, prohibiting it from seeking or receiving instructions, empowering it to determine its internal or-
ganization independently, financing it through regulatory fees, providing it with its own transaction ac-
count, and subjecting it to independent auditing. Nevertheless, certain provisions that regulate the pro-
cedure for selecting members of the Regulatory Council may still create ground for undue influence by the
executive and legislative branches, while the assessment criteria, transparency of the procedure and con-
sequences of appointments not being made in a timely manner are not clearly regulated. The broadly
formulated grounds for the individual or collective dismissal of Regulatory Council members, the absence
of an explicit legal remedy for dismissed Council members, and the possibility of dismissing the Director
for failing to act in accordance with the guidelines of the Parliamentary Assembly constitute the principal
risks to the regulator’s independence.

The CRA'’s financial position has been strengthened, but the power of the Council of Ministers to amend
the CRA’s financial plan may constitute an indirect mechanism of undue influence. This power should
therefore be limited to a transparent review of legality and compliance with predetermined budgetary
criteria. Financing the CRA exclusively through fees paid by regulated entities is not by itself a weakness,

1 Ministar Forto: BiH treba moderan zakon o elektronskim komunikacijama, published on June 10, 2026, available at the web page of the Ministry,

via the following link: https://bit.ly/3RoPTcO0.
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but the criteria for determining such fees must ensure objectivity, proportionality and stability, as well as
sufficient resources for the regulator to perform its functions.

The Pre-Draft ECL imposes a general obligation to retain the communications data of all users for a period
of 24 months. This approach follows the model established by Directive 2006/24/EC, which the Court of
Justice of the European Union declared invalid because of its disproportionate interference with the rights
to privacy and data protection. Preference should be given to targeted retention and the expedited preser-
vation of data in specific cases, special protection for privileged communication, especially in relation to
journalistic sources, independent oversight, transparency and effective judicial protection.

The introduction of open internet rules represents an important improvement, contributes to protecting
access to information and freedom of expression, and reduces the risk of operators influencing access to
media and other content. However, the exception of allowing traffic to be restricted, filtered or blocked,
and similar measures to be applied, based on decisions issued by an undefined range of public authorities,
is insufficiently precise. The competent authorities, legal grounds, conditions, duration of measures and
available legal remedies should be clearly defined. The CRA’s supervisory and enforcement powers should
also be expressly prescribed, following the model of Article 5 of Regulation (EU) 2015/21202.

lll. Overview of the Pre-Draft ECL and Scope of the Analysis

The Communications Law? currently in force, which has so far regulated the electronic communications
sector, is predominantly based on the 1998 EU regulatory framework for telecommunications. By contrast,
the Pre-Draft ECL largely transposes more recent EU legislation in this field, in particular®:

e The European Electronic Communications Code®, which constitutes the EU’s general regulatory
framework for electronic communications networks and services. It covers, among other matters,
the conditions for providing telecommunications services, access to electronic communications
infrastructure and networks, radio spectrum and numbering management, sector-specific compe-
tition rules in the field of telecommunications (ex-ante regulation), universal service, network se-
curity and the protection of end-user rights;

2 Regulation (EU) 2015/2120 of the European Parliament and of the Council of 25 November 2015 laying down measures concerning open internet
access and amending Directive 2002/22/EC on universal service and users’ rights relating to electronic communications networks and services
and Regulation (EU) No 531/2012 on roaming on public mobile communications networks within the Union, available at: https://eur-lex.eu-
ropa.eu/eli/reg/2015/2120/0j/eng.

3 “Official Gazette of Bosnia and Herzegovina”, No 31/03, 75/06, 32/10 and 98/12.

4 Article 1(3) of the Pre-Draft ECL provides an exhaustive list of the EU legal acts with which the Pre-Draft is aligned: “(3) This Law aligns national
legislation with the provisions of the following acts of the European Union: Directive (EU) 2018/1972 of the European Parliament and of the
Council of 11 December 2018 establishing the European Electronic Communications Code (recast) (OJ L 321, 17.12.2018); Directive 2002/58/EC
of the European Parliament and of the Council of 12 July 2002 concerning the processing of personal data and the protection of privacy in the

electronic communications sector (Directive on privacy and electronic communications) (OJ L 201, 31.7.2002); Directive (EU) 2019/882 of the
European Parliament and of the Council of 17 April 2019 on the accessibility requirements for products and services (0J L 151, 7.6.2019); Com-
mission Directive 2002/77/EC of 16 September 2002 on competition in the markets for electronic communications networks and services (OJ L
249, 17.9.2002); Regulation (EU) 2024/1309 of the European Parliament and of the Council of 29 April 2024 on measures to reduce the cost of
deploying gigabit electronic communications networks, amending Regulation (EU) 2015/2120 and repealing Directive 2014/61/EU (OJ L,
2024/1309, 8.5.2024); and Decision No 676/2002/EC of the European Parliament and of the Council of 7 April 2002 on a regulatory framework
for radio spectrum policy in the European Community (Radio Spectrum Decision) (OJ L 108, 24.4.2002).”

5 Directive (EU) 2018/1972 of the European Parliament and of the Council of 11 December 2018 establishing the European Electronic Communi-
cations Code, available at: https://eur-lex.europa.eu/eli/dir/2018/1972/0j/eng.
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The Gigabit Infrastructure Act®, which specifically regulates measures aimed at reducing the cost
of and accelerating the deployment of high-speed electronic communications networks, particu-
larly through access to existing physical infrastructure, the coordination of civil works, the simpli-
fication of permit-granting procedures and the installation of infrastructure in buildings suitable
for providing high-speed internet access;

The Open Internet Regulation’, which regulates open internet access and net neutrality, primarily
by establishing the general principle of equal and non-discriminatory treatment of internet traffic,
access to online content and the protection of the related rights of end-users®.

The key regulatory mechanisms governed by the provisions of the Pre-Draft ECL include:

The status of the regulator (CRA) — defining the tasks, competences, institutional status and gov-
erning bodies of the national regulatory authority;

General authorization — essentially allowing electronic communications networks and services to
be provided without first obtaining an individual license, subject to notification to the CRA and
compliance with statutory conditions. This simplifies market entry, while individual licenses re-
main applicable to radio spectrum and numbering resources, given their limited availability;

Management of radio spectrum and numbering resources — aimed at ensuring their rational, ef-
ficient, transparent and non-discriminatory use;

Universal service — a set of telecommunications services that should be available to all users, in-
cluding users in remote areas, socially disadvantaged persons and persons with disabilities, at af-
fordable prices and irrespective of whether providing those services is commercially viable. These
services include voice communications and internet access at an adequate speed, enabling the
use of essential digital services;

Access to physical infrastructure and the coordination of civil works — enabling operators to use
existing infrastructure and coordinate works to reduce costs and accelerate the deployment of
very high-capacity networks, while avoiding unnecessary duplication of infrastructure and adverse
effects on the environment and complying with urban-planning requirements;

Ex ante market regulation — enabling the CRA to intervene prospectively in markets characterized
by persistent barriers to competition. Following the definition and analysis of a relevant telecom-
munications market, the CRA may designate an operator as having significant market power and
impose regulatory obligations upon it, including transparency, non-discrimination, accounting sep-
aration, access to infrastructure and price control obligations. These provisions are intended to
remedy market failures and gradually create the conditions for effective competition;

Infrastructure sharing and co-location — enabling the CRA, where no commercial agreement has
been reached, to require the sharing of infrastructure, premises or equipment. This mechanism is
intended to prevent the economically unjustified duplication of networks, facilitate market entry
by competitors and increase the choice of services available to end-users;

6 Regulation (EU) 2024/1309 of the European Parliament and of the Council of 29 April 2024 on measures to reduce the cost of deploying gigabit
electronic communications networks, amending Regulation (EU) 2015/2120 and repealing Directive 2014/61/EU (Gigabit Infrastructure Act), avail-
able at: https://eur-lex.europa.eu/eli/reg/2024/1309/0j/eng.

7 Regulation (EU) 2015/2120 of the European Parliament and of the Council of 25 November 2015 laying down measures concerning open internet
access and amending Directive 2002/22/EC on universal service and users’ rights relating to electronic communications networks and services
and Regulation (EU) No 531/2012 on roaming on public mobile communications networks within the Union (Text with EEA relevance), available
at: https://eur-lex.europa.eu/eli/reg/2015/2120/0j/eng.

8 The Regulation is not explicitly listed in Article 1(3) of the Pre-Draft ECL. However, Article 154 of the Pre-Draft regulates open internet access and
essentially implements the requirements of the Regulation, which is why it is referred to here.
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e Rights of way and easements — enabling operators to access public or private property for the
purpose of installing, using and maintaining electronic communications infrastructure. The pur-
pose of these rules is to remove property-law obstacles to network deployment while protecting
property owners’ rights, ensuring appropriate compensation and applying transparent and non-
discriminatory procedures;

e Protection of users of electronic communications services — comprising a set of sector-specific
rules that supplement general consumer-protection legislation;

¢ Confidentiality of electronic communications and access to retained data — regulating the condi-
tions for intercepting the content of communications and accessing communications data that do
not reveal their content, as well as the obligations of operators in that context.

This summary demonstrates that Pre-Draft ECL, following the approach adopted in EU legislation, regu-
lates the electronic communications sector and the provision of electronic communications services. In
simplified terms, these services may be defined as services that enable the transmission of data over var-
ious types of electronic communications networks, including fibre-optic networks, HFC networks—broadly
speaking, cable networks—mobile networks and other networks, “excluding services providing content or
exercising editorial control over content transmitted using electronic communications networks and ser-
vices”. Consequently, content transmitted over electronic communications networks does not fall within
the scope of this Law. Instead, it is governed by various other laws and regulations, depending on the
nature of the service concerned, including media legislation.

Pre-Draft ECL is therefore of indirect relevance to the media sector and, more broadly, to freedom of ex-
pression. Media freedom primarily depends on legislation governing media services, rather than legisla-
tion regulating infrastructure. Nevertheless, the impact of the Pre-Draft ECL should not be overlooked,
particularly because it regulates: 1) rules relevant to telecommunications infrastructure and electronic
communications services through which media content is transmitted and made accessible to users; 2)
access to communications data and the communications themselves; and 3) the institutional status of the
CRA as a converged regulator responsible for both electronic communications and electronic media.

Accordingly, the following parts of the Pre-Draft ECL are particularly relevant to this analysis: (i) Chapter I,
governing the institutional status of the CRA, given its role as a converged regulator; (ii) Chapter XV, con-
cerning data retention and the confidentiality of electronic communications, particularly from the per-
spective of protecting journalistic sources; and (iii) the provisions on open internet access contained in
Article 154 of the Pre-Draft ECL, especially the exceptions to the fundamental principle of open internet
access™.

IV. The Status of the CRA as the National Regulatory Authority

The legal status of the CRA is a complex issue arising from its nature as a converged regulator responsible
for both electronic communications (infrastructure) and electronic media (media content). Since countries
in the process of accession to the European Union align their legislation with EU rules, it is essential to
refer to the regulatory framework established within the European Union. Therefore, the provisions gov-
erning the work of the national regulatory authority should incorporate the mechanisms envisaged by the
regulatory framewaorks for both electronic communications and media.

9 Pre-Draft ECL Article 4, Point r).
10 This analysis is limited to the parts of the Pre-Draft Law identified above, and the OSCE Representative on Freedom of the Media reserves the
right to provide further comments on the Pre-Draft Law and/or related matters.
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(a) Standards Governing the Organization of the National Regulatory Author-
ity

Articles 5-9 of the European Electronic Communications Code regulate the status of national regulatory
authorities responsible for electronic communications. The essence of these provisions is to guarantee
that the regulator has:

o clearly defined and stable competences,

e legal separation and functional independence from operators and, where the state owns or con-
trols an operator, effective structural separation of the regulatory function from the state’s own-
ership and management functions,

e atransparent and open procedure for selecting the regulator’s governing bodies, a minimum term
of office of at least three years, and requirements ensuring that the selected candidates possess
appropriate professional qualifications, knowledge and experience,

e continuity in its decision-making,

e transparent procedures for dismissing members of its governing bodies, with dismissal permitted
only where they no longer fulfil the conditions required for appointment,

e the ability to perform its tasks impartially, transparently and in a timely manner, together with
safeguards preventing it from seeking or receiving instructions from another body. This does not
preclude judicial review in accordance with national constitutional law, provided that the regula-
tor’s decisions may be suspended or overturned only by the competent appeal bodies,

e adequate professional, financial and human resources necessary to perform its tasks, including a
separate annual budget and autonomy in implementing the allocated budget.

In addition to these safeguards, the European Electronic Communications Code contains provisions con-
cerning cooperation among regulatory authorities within the EU, particularly through BEREC.

In the context of safeguards applicable to regulatory authorities responsible for media services, reference
should be made to Articles 30-30b of the Audiovisual Media Services Directive (“AVMSD”)*, as well as to
the European Media Freedom Act'?,

The AVMSD contains safeguards like those established by the European Electronic Communications Code.
Article 30 provides that Member States must designate one or more national regulatory authorities or
bodies that are legally distinct from the government and functionally independent of their respective gov-
ernments and of any other public or private body. Member States may establish converged regulators
responsible for several different sectors.

Such regulatory authorities or bodies must:

e exercise their powers impartially and transparently and without seeking or receiving instructions
from any other body;

11 Directive 2010/13/EU of the European Parliament and of the Council of 10 March 2010 on the coordination of certain provisions laid down by
law, regulation or administrative action in Member States concerning the provision of audiovisual media services (Audiovisual Media Services
Directive) (codified version).

12 Regulation (EU) 2024/1083 of the European Parliament and of the Council of 11 April 2024 establishing a common framework for media services
in the internal market and amending Directive 2010/13/EU (European Media Freedom Act).
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e pursue the objectives of the AVMSD, particularly media pluralism, cultural and linguistic diversity,
consumer protection, accessibility, non-discrimination, the proper functioning of the internal mar-
ket and the promotion of fair competition;

¢ have competences, powers and accountability mechanisms that are clearly defined by law;

e have adequate financial and human resources, enforcement powers and their own publicly avail-
able annual budgets;

e have heads or members of collegiate bodies who are appointed and dismissed through transpar-
ent and non-discriminatory procedures that guarantee the required degree of independence. Dis-
missal must be possible only when the head or member of the regulatory authority no longer
fulfils the conditions laid down in advance for the performance of their duties. Any dismissal de-
cision must be duly justified, communicated in advance and made available to the public;

e ensure that an effective remedy against the regulator’s decisions is available before an independ-
ent appeal body, which may be a court. The regulator’s decision must remain in force pending the
outcome of the appeal, unless an interim measure is granted in accordance with national law.

Article 7 of the European Media Freedom Act (EMFA) provides that national regulatory authorities or bod-
ies are responsible for applying the relevant chapter of the EMFA, in consultation and coordination with
other competent authorities and, where appropriate, self-regulatory bodies. When carrying out the tasks
assigned to them under the EMFA, regulators must comply with the independence requirements laid down
in Article 30 of the AVMSD and possess adequate financial, human and technical resources. Member States
must enable them to request that natural or legal persons subject to the EMFA, as well as other profes-
sional entities that may possess relevant data, provide proportionate and necessary information within a
reasonable period.

In practical terms, the EMFA transforms the national regulator responsible for electronic media into a cen-
tral body for the protection of media pluralism, including through coordination at the international level.
Under the EMFA, an independent regulator performs multiple functions: it appoints a representative to
the European Board for Media Services; maintains a national media ownership database; monitors com-
pliance with obligations concerning the protection of editorial independence; monitors the conduct of
very large online platforms in the context of content removal; oversees compliance with transparency ob-
ligations concerning public-sector advertising; monitors obligations relating to public service media pro-
viders; supervises transparency requirements applicable to audience measurement methodologies; coop-
erates with regulators from other Member States; conducts structured dialogue; and performs other re-
lated tasks.

Several documents concerning the status of independent regulators in the field of electronic media have
been adopted within the framework of the Council of Europe. Recommendation Rec(2000)23*% of the
Committee of Ministers of the Council of Europe sets out the following standards concerning the organi-
zation of regulatory authorities:

e The rules governing the regulatory authority, its powers and responsibilities must be clearly and
precisely prescribed by law to prevent political or economic interference in its work.

e Members of the regulatory authority must be appointed through a democratic and transparent
procedure. The law should establish rules on incompatibility of office and the prevention of

13 Rec(2000)23 - on the independence and functions of regulatory authorities for the broadcasting sector, available on the Council of Europe’s
website at the following link: https://bit.ly/4cuj5W1.
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conflicts of interest, particularly in relation to political structures and entities subject to regulatory
oversight.

e Members of the regulatory authority must not receive orders or instructions from other authori-
ties or persons. They may be dismissed only on the grounds of a clearly established incapacity to
perform their duties, a breach of the rules on incompatibility of office, or the commission of a
serious criminal offence established by a final court judgment. Judicial protection against a dismis-
sal decision must be available, and the dismissal of the regulatory authority’s entire membership
must not be used as a means of political pressure.

e The financing of the regulatory authority must be prescribed by law, based on a predetermined
and transparent budgetary procedure, and sufficient to enable it to perform its functions inde-
pendently and effectively. The regulatory authority should have autonomy in the use of the funds
allocated to it.

e The regulatory authority should have appropriate powers to adopt implementing regulations, is-
sue licences, monitor compliance with the law and licence conditions, and impose sanctions.
These powers must be clearly prescribed and exercised transparently, impartially and proportion-
ately.

e The licensing procedure must be open and transparent and based on predetermined, objective,
proportionate and non-discriminatory criteria. Decisions granting or refusing a licence must be
reasoned, publicly available and subject to judicial review.

e Supervision of programme content must not amount to prior control or censorship. Sanctions may
be imposed only on the basis of law and in accordance with the principle of proportionality, and
broadcasters must be given an opportunity to be heard. Decisions imposing sanctions must be
reasoned and subject to judicial review.

e The regulatory authority is accountable to the public for its activities. It should publish regular or
ad hoc reports, as well as reasoned decisions, subject to legitimate confidentiality requirements.
Review of its decisions should be judicial and focused on legality rather than constituting a political
review of expediency.

The European Audiovisual Observatory, which operates within the framework of the Council of Europe,
has published comparative and country-specific analyses of the status of regulatory authorities responsi-
ble for electronic media in EU Member States and EU accession countries since 2011. These analyses as-
sess the degree of regulatory independence. In September 2019, the Observatory published a comparative
report that included the national regulatory authority of Bosnia and Herzegovina and applied the so-called
INDIREG'* methodology®. The latest comparative study was published in 2025, Although it does not
refer to Bosnia and Herzegovina it is also a useful tool in assessing the regulator’s independence.

The INDIREG methodology separately assesses the formal and de facto dimensions of regulatory inde-
pendence, based on the criteria established in Article 30 of the AVMSD. It uses indicators grouped into five
dimensions of regulatory independence: (1) status and powers; (2) financial autonomy; (3) autonomy of
decision-makers; (4) knowledge and capacity; and (5) accountability and transparency.

¥ Indicators for Independence and Efficient Functioning of Audiovisual Media Services Regulatory Bodies.

15 Cappello M. (ed.), The independence of media regulatory authorities in Europe, IRIS Special, European Audiovisual Observatory, Strasbourg,
2019, © European Audiovisual Observatory (Council of Europe), Strasbourg, September 2019, available via the following link:
https://bit.ly/4479QJ)x.

16 The independence of national regulatory authorities, European Audiovisual Observatory, Strasbourg, 2025, available via the following link:
https://bit.ly/4wOgogx.
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The methodology does not measure independence as an absolute category, but rather the risk of external
influence: the lower the risk, the more favorably the regulator’s position is assessed. Since not all indica-
tors are equally significant, they are assigned different weights based on their relative impact on the po-
tential for external interference. The assessment is conducted using a standardized questionnaire with
predefined answers, allowing the methodology to be used both for regulatory self-assessment and for
independent external assessment. The results are calculated automatically and presented separately for
formal and de facto independence. The results are visualized using a spider-web chart. The further a result
is located from the center of the chart, the better the regulator is protected against external influence.
The accountability and transparency dimension is interpreted differently because it represents not only a
potential limitation on autonomy but also a necessary mechanism of democratic oversight and regulatory
legitimacy?’.

The assessment of the formal dimension of independence effectively measures the legislative precondi-
tions for regulatory independence. In this respect, the 2019 report found that the Communications Law
currently in force largely satisfied the requirements for regulatory independence under Article 30 of the
AVMSD. However, the report identified as its principal shortcomings the procedure for appointing mem-
bers of the CRA Council, which may remain inconclusive and continue indefinitely, and the absence of a
clear procedure for replacing a member whose term of office ends prematurely due to illness, a conflict
of interest or a breach of duty*®. Regarding financial independence, the report found that the CRA enjoyed
relative autonomy in allocating its funds. Its budget was first adopted by the Council of the Agency and
subsequently submitted by the Director General to the Council of Ministers for approval. Until its final
adoption, the Agency operated under the budget adopted by its Council. However, although the CRA was
self-financed, its budget formed part of the overall budget of the institutions of Bosnia and Herzegovina.
Consequently, the Agency did not exercise direct control over its funds and, in the event of delays in adopt-
ing the state budget, depended on decisions concerning temporary financing. The CRA’s budget for 2019
was not separately published on its website but was included within the state budget, while detailed an-
nual financial reports were published regularly®.

To achieve fuller compliance with Article 30 of the AVMSD, the report recommended:

e amending Article 39 of the Law to ensure that the procedure for appointing Council members is
clear, coherent, transparent and efficient and protected against undue political influence by the
government and parliament;

e reconsidering Article 37(g), which enables the Council of Ministers to assign additional tasks to
the CRA;

e removing this possibility, given that it is sufficient for the Council of Ministers to determine general
sectoral policy or precisely defining the conditions and procedure under which new tasks may be
assigned to the CRA.

Finally, Joint Declaration from 2023 on Media Freedom and Democracy of the four mandate holders on
freedom of expression? (including the OSCE Representative on Freedom of the Media), among other
things, prescribe positive obligation of member states to: Ensure that all public bodies which exercise

7 Ibid, page 29-31.

18 Ibjd, page 43.

19 |bid, str. 38 and 39.

20 Joint Declaration from 2023 of UN Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression,
OSCE Representative on Freedom of Media, the OAS Special Rapporteur on Freedom of Expression and the ACHPR Special Rapporteur on Freedom
of Expression and Access to Information in Africa on Media Freedom and Democracy, available at: https://rfom.osce.org/sites/default/files/f/doc-
uments/3/2/542676.pdf.
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powers in print, broadcast, other media and/or telecommunications regulation, including bodies that re-
ceive complaints from the public, are independent, transparent, and effectively functioning in law and in
practice. They should be protected from undue interference, particularly in a political or commercial na-
ture. The legal status of these bodies should be clearly defined and their institutional autonomy and inde-
pendence guaranteed and protected by law. This should include a participatory and transparent appoint-
ment process for the governance and senior managerial structures of these bodies, the ability to employ
their own qualified staff, and a clear mandate and power of regulation as well as public accountability and
adequate funding.

Therefore, applicable international standards referred to above essentially link the quality of the regula-
tor’s institutional status to the existence of appropriate guarantees of:

e organizational independence, comprising legal separation from the state and regulated entities,
autonomy in organizing its own work, and transparent procedures for appointing and dismissing
members of the regulator’s governing bodies under clearly defined conditions;

¢ functional independence, relating to the autonomous performance of regulatory functions: the
regulator adopts rules and decisions impartially, without seeking or receiving instructions from
the government, parliament, operators or other entities, particularly in individual cases;

¢ financial independence, entailing the regulator’s financial autonomy;

o effectiveness and sufficient institutional capacity in performing the tasks prescribed by law.

In addition, they require transparency and accountability in the regulator’s work. These standards there-
fore constitute the starting points for assessing the quality of the proposed legislative provisions concern-
ing the regulator’s status under the Pre-Draft ECL.

(b) Analysis of the Provisions of the Pre-Draft ECL Concerning the Regulator

Compared with the Communications Law currently in force, the Pre-Draft ECL introduces significant im-
provements to the regulator’s institutional status and the formal guarantees of its independence. The pro-
visions of the Pre-Draft ECL concerning the CRA are therefore largely aligned with the standards estab-
lished by the relevant EU legislation. Nevertheless, the provisions governing the appointment and dismis-
sal of members of the Regulatory Council, certain provisions concerning the Director, and the provisions
governing the regulator’s financing continue to pose certain risks to its independence.

Organizational Independence

Regarding the requirements relating to organizational independence, the Pre-Draft ECL introduces the fol-
lowing improvements:

e removing the possibility for the Council of Ministers?! to assign additional tasks to the CRA (Article
8 of the Pre-Draft ECL)%,

21 |n earlier legislation, this body was referred to as the “Vijece ministara” in the local language.

22 |t should be noted that, under the final provisions of Pre-Draft (Article 188(1) of the Pre-Draft ECL), this possibility remains applicable to elec-
tronic media. Article 37 of the Communications Law, which sets out the Agency’s tasks, remains in force insofar as it concerns electronic media,
pending the adoption of sector-specific legislation.



e establishing the principle of the regulator’s legal separation and separate legal personality (Article
9 of the Pre-Draft ECL),

e entrusting the Regulatory Council with the procedure for appointing and dismissing the Director
as the holder of executive authority, thereby treating this issue as a matter of the regulator’s in-
ternal organization (Articles 18-20 of the Pre-Draft ECL),

e empowering the Regulatory Council to adopt the Statute as the regulator’s principal organizational
instrument and empowering the Director to adopt the Rulebook on the Internal Organization of
the Agency (Article 21 of the Pre-Draft Law),

e applying the Labor Law in the Institutions of Bosnia and Herzegovina to the employment relation-
ships of the Agency’s staff (Article 22(1) of the Pre-Draft Law),

o empowering the Regulatory Council to adopt a Code of Ethics governing the rules of conduct and
principles of professional ethics applicable to members of the Agency Council, the Director and
the Agency’s staff, including conflicts of interest and their obligations and responsibilities in per-
forming public functions or employment duties (Article 22(2)),

e establishing obligations concerning the annual work plan, which is adopted by the Regulatory
Council, and the annual activity report (Article 24 of the Pre-Draft ECL).

It should be noted that the Pre-Draft ECL changes the status of the Agency’s staff by providing that their
employment relationships are governed by the Labor Law in the Institutions of Bosnia and Herzegovina.
This represents a change comparing to the Communications Law currently in force, which provides for the
application of the Law on Civil Service in the Institutions of Bosnia and Herzegovina. Specifically, CRA em-
ployees would no longer have the status of civil servants. In formal terms, this may increase the Agency’s
staffing flexibility. However, the ultimate effect of this change will depend on whether the Agency inde-
pendently adopts its staffing plan, conducts recruitment procedures, determines working conditions and
has sufficient financial resources, while preserving professional expertise, political neutrality, and protec-
tion of employees against arbitrary treatment. At the same time, adequate safeguards must be maintained
to ensure professional expertise, political neutrality, prevention of conflicts of interest, anti-corruption
standards and transparency of the employment process.

A qualitative improvement is the removal of the Council of Ministers from the procedure for appointing
and dismissing the Director, in which it plays a significant role under the current Communications Law.

On the other hand, certain provisions continue to present a risk of potentially undue interference with the
regulator’s organizational independence, particularly in relation to the procedures for selecting the Regu-
latory Council and the Director.

Significant improvements over the Communications Law concerning the appointment of the collegiate
body include:

e more detailed professional eligibility requirements for candidates for membership of the Agency
Council, together with more precise rules concerning incompatible functions and conflicts of in-
terest (Article 15 of the Pre-Draft ECL),

e more detailed statutory regulation of the composition, competences and basic operating rules of
the commission responsible for conducting the competitive selection procedure, including review-
ing applications, interviewing and assessing candidates and establishing the list of candidates for
membership of the Regulatory Council (Articles 13 and 14 of the Pre-Draft ECL),
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e asignificant reduction in the direct role of the Council of Ministers in the final selection of candi-
dates: under Article 39 of the current Law, an ad hoc commission draws up a list of the 14 most
successful candidates, from which the Council of Ministers selects seven candidates and proposes
them to the Parliamentary Assembly. Under Article 14 of the Pre-Draft ECL, the commission sub-
mits the list of candidates directly to the Parliamentary Assembly, without the intermediate stage
in which the Council of Ministers selects the candidates,

e establishing a 30-day period within which the Parliamentary Assembly should appoint the Council
members after receiving the list of candidates,

e more precisely, regulating the representation of relevant professional expertise within the Council
by requiring a certain number of members to possess experience in electronic communications,
electronic media, law and economics, in addition to the applicable educational requirements.

The Pre-Draft ECL therefore regulates the ad hoc commission in greater statutory detail, while significantly
reducing the direct influence of the Council of Ministers compared with the current system established by
the Communications Law. Nevertheless, the risk of political influence over the appointment and dismissal
of members of the regulator’s collegiate body has not been eliminated, for the following reasons:

e The eligibility requirements for membership of the Regulatory Council are not comprehensively
and autonomously regulated by the Pre-Draft. Article 15(1) of the Pre-Draft ECL refers to Article
7(1) of the Ministerial Appointments Law. Given the Council’s status as a governing body of an
independent regulator, all general and specific eligibility requirements for membership should be
directly and exhaustively prescribed by the sector-specific legislation,

e The method of appointing the ad hoc commission that conducts the public competition and
establishes the list of candidates has been changed. Under Article 39(4) of the Communications
Law, the Parliamentary Assembly of Bosnia and Herzegovina appoints the commission upon a pro-
posal from the Council of Ministers. Under Article 13(1) of the Pre-Draft ECL, the competent min-
istry appoints the commission. The commission would therefore be appointed by the executive
rather than the legislative branch,

e The composition of the ad hoc commission that conducts the public competition and establishes
the list of candidates. Under the current system prescribed by Article 39(4) of the Communica-
tions Law, the ad hoc commission responsible for conducting the appointment procedure consists
of an equal number of representatives of the governmental and non-governmental sectors. Under
Article 13(2) of the Pre-Draft ECL, government-sector representatives have a dominant influence
within the commission. This influence is exercised through three members who directly represent
the executive branch (the state and entity ministries) and through the Ministry of Communica-
tions’ selection of the members representing the non-governmental sector,

e Establishing the list of candidates. Under both the current system and the system proposed by
the Pre-Draft ECL, the commission has the dual role of an administrative and technical body that
verifies the formal validity of applications submitted in response to the public competition and a
body that selects among the candidates. Given the commission’s composition, over whose ap-
pointment government representatives exercise a dominant influence, the risk of undue influence
over the initial selection of candidates therefore remains,

e The public call. Although the ad hoc commission is formally entitled the “Commission for Conduct-
ing the Competitive Procedure for the Appointment of Members of the Agency Council”, the public
call for candidates for the Regulatory Council is announced by the Ministry rather than the
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Commission. Moreover, the required content and elements of the public competition are not pre-
scribed by law,

The absence of prescribed candidate-assessment criteria and operating rules for the Commis-
sion. Article 14(4) and (5) of the Pre-Draft ECL provides for candidate interviews and scoring. How-
ever, these provisions do not determine the applicable criteria, the scoring method or the mini-
mum score required for inclusion on the list. The Commission adopts its own rules of procedure,
through which it can effectively determine the key selection rules, only after the deadline for ap-
plications has expired—even though the Commission itself did not announce the competition.
This leaves broad scope for subjective and arbitrary assessment and for adapting the criteria to
candidates,

No legal consequences are prescribed if the Parliamentary Assembly fails to appoint Regulatory
Council members within the prescribed period. Article 14(11) of the Pre-Draft ECL provides that
the Parliamentary Assembly must decide within 30 days. However, it does not prescribe the legal
consequences of the Assembly’s failure to decide within this period, rejection of the list or ap-
pointment of only some of the members. In practice, if new members are not appointed, the ex-
isting members whose terms have expired remain in office until their successors are appointed.
This raises questions regarding the collegiate body’s legitimacy and may significantly hinder the
Council’s decision-making process. This was one of the issues identified in the European Audiovis-
ual Observatory’s 2019 report,

No provision is made for staggered terms of office. Staggered terms are a common legislative
arrangement for collegiate regulatory bodies, intended to prevent a single parliamentary majority
from determining the Council’s composition over the longer term. They are generally introduced
upon the initial appointment of a collegiate body. Article 11(3) of the Pre-Draft ECL provides for a
four-year term of office, with the possibility of reappointment, but does not provide for staggered
terms,

Certain grounds for dismissal are formulated too broadly. Article 16(2) of the Pre-Draft ECL sets
out the grounds for dismissing a Council member before the expiry of their term of office. Alt-
hough the dismissal procedure is regulated in greater detail than under the current framework,
certain grounds are formulated too broadly and may create a risk of undue legislative interference
in the dismissal procedure. The legislative branch has no direct insight into the work of individual
Council members, raising the question of how it can determine that a member has performed
their duties unprofessionally. The Council itself, as the body best placed to assess how an individ-
ual member performs their duties, should therefore participate in dismissal proceedings based on
the grounds related to the professional performance,

No legal remedy is available against the dismissal of a Council member. The Pre-Draft ECL does
not expressly provide a legal remedy for a dismissed Council member (Article 16 of the Pre-Draft
ECL), although such a remedy is available in the event of the Director’s dismissal (Article 20 of the
Pre-Draft ECL). Among other requirements, the European Electronic Communications Code re-
quires that a decision dismissing the head or a member of a collegiate body be reasoned, made
publicly available and subject to judicial review on both points of fact and law,

Collective dismissal of the Council. The possibility of dismissing the Agency Council as a whole
due to its failure to hold meetings, adopting general acts, submitting the annual work plan or
adopting the financial plan presents a particular risk (Article 16(4) of the Pre-Draft ECL). Collective
dismissal constitutes a particularly serious interference with the regulator’s continuity and
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independence. It should therefore be limited to exceptional and clearly defined circumstances and
accompanied by warning, a period in which to remedy failure etc.

Regarding the provisions concerning the CRA Director, the following concerns arise in the context of the
regulator’s organizational independence:

o The eligibility requirements for appointments as Director are not comprehensively and autono-
mously regulated by the Pre-Draft. Article 17(1) of the Pre-Draft ECL refers to Article 7(1) of the
Ministerial Appointments Law. The same concerns raised in relation to Article 15(1) of the Pre-
Draft ECL therefore apply to this provision,

e Subjecting the salary of the Agency’s Director to the general regime governing salaries and al-
lowances in the institutions of Bosnia and Herzegovina could limit its institutional capacity to
engage the most qualified persons. Although the arrangement under Article 17(4) of the Pre-Draft
ECL is not in itself incompatible with European standards of regulatory independence, the Pre-
Draft contains no specific safeguards ensuring that the Director’s salary will be set at a level com-
mensurate with the responsibilities and complexity of the tasks performed within the regulator.
This creates a risk that the general salary policy applied to state institutions may affect the
Agency’s staffing capacity,

e Certain grounds for dismissal are formulated too broadly. Article 20(2) of the Pre-Draft ECL pre-
scribes the grounds for dismissing the Director before the expiry of their term of office. Although
the dismissal procedure is regulated in greater detail, certain grounds are formulated too broadly
and may create a risk of undue interference.

Functional Independence

Regarding functional independence, Article 9(2) of the Pre-Draft ECL provides that, when performing its
regulatory functions, the Agency must neither seek nor receive instructions. It also prohibits any form of
influence over the Agency’s work that could jeopardize its autonomy or functional and financial independ-
ence. This constitutes a broadly formulated safeguard consistent with the relevant standards described
above. However, the Pre-Draft does not prescribe the legal consequences for activities conducted contrary
to this prohibition.

On the other hand, Article 20(2)(f) includes among the grounds for dismissing the Director a failure to act
in accordance with the “guidelines of the Parliamentary Assembly”. The possibility of dismissal on this
ground is contrary to the concept of the regulator’s functional independence and is incompatible with the
prohibition of receiving instructions under Article 9 of the Pre-Draft ECL.

Article 23 of the Pre-Draft provides for the corresponding application of certain provisions of the Law on
Administration. Applying legislation governing the state administration may potentially create a means of
influencing the Agency’s functional independence. Nevertheless, such a provision is not in itself incompat-
ible with the Agency’s independence, if it does not permit hierarchical, professional or any other form of
supervision by executive authorities over the Agency’s regulatory work.

Financial Independence

Articles 25 and 26 of the Pre-Draft ECL relate to matters relevant to the regulator’s financial operations.
Under these provisions, the CRA is financed through regulatory fees, the amounts of which are determined
by its Council. The Council of Ministers adopts the annual financial plan. If the Council of Ministers does
not adopt or amend the proposed annual financial plan by the end of the year, the proposed plan adopted
by the Agency Council applies. The Agency has its own transaction account, must ensure the transparency
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of its financial operations and is subject to an annual independent audit, the findings of which are made
public. Any surplus revenue is carried over to the following year.

The potentially problematic aspect of these provisions concerns the Council of Ministers’ role related to
the amending of the proposed financial plan. This power may constitute a mechanism for influencing the
regulator’s financial independence.

Financing the Agency exclusively through regulatory fees generally contributes to its independence from
the state budget. The potential risk does not arise from the source of revenue itself but from insufficiently
precise criteria for determining the fees, possible fluctuations in revenue and the need to ensure that the
fees are objective, transparent, proportionate and sufficient to enable the Agency to perform all its func-
tions.

Conversely, the provisions concerning independent auditing and transparency are consistent with the ap-
plicable standards of regulatory accountability.

V. Retention of Communications Data

Chapter XV of the Pre-Draft ECL regulates the retention of communications data that does not reveal the
content of communications. The provisions of the Pre-Draft ECL establish:

e an obligation for operators to retain communications data,

e an obligation for operators to provide certain state authorities with access to those data,
e the categories of data to be retained,

e aretention period of 24 months, and

e references to the legislation governing intelligence activities and criminal proceedings.

The former EU legal framework in this area was established by Directive 2006/24/EC on data retention?,
which was adopted in the context of intensified efforts to combat terrorism and serious crime, particularly
following the terrorist attacks in Madrid in 2004 and London in 2005. The Directive required providers of
electronic communications services to retain certain categories of data generated or processed in connec-
tion with communications, but not the content of those communications, for a period ranging from six to
24 months.

The Pre-Draft ECL largely adopts the regulatory approach of that Directive. However, it does not compre-
hensively regulate the conditions for access to retained data but instead refers to the legislation governing
criminal proceedings and intelligence activities. Consequently, it is not possible to determine from the Pre-
Draft ECL alone whether the overall system ensures that access to data is permitted only in duly justified
cases, for the pursuit of a legitimate aim and in compliance with the principles of necessity and propor-
tionality, in accordance with the European Convention on Human Rights and the relevant EU standards.

The retained data do not include the content of communications, but they may reveal the identity of the
participants, the time, duration and frequency of communications, the device used, the user’s IP address
and location. When combined, these data may enable precise conclusions to be drawn about an individ-
ual’s private life, social relationships, habits and movements. General and indiscriminate data retention
therefore constitutes a particularly serious interference with the rights to privacy and personal data pro-
tection, as well as the confidentiality of communications.

2 Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the retention of data generated or processed in
connection with the provision of publicly available electronic communications services or of public communications networks and amending
Directive 2002/58/EC.
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A particular risk arises in relation to journalists, lawyers and other persons whose communications enjoy
enhanced protection, since access to metadata may lead to the identification of confidential sources and
contacts. This may jeopardize not only the privacy of the persons directly affected but also the protection
of journalistic sources and the exercise of freedom of expression.

The Pre-Draft ECL establishes a general obligation for operators to retain the data of all users for a period
of 24 months, irrespective of whether those users have any connection to a serious criminal offence, a
serious threat to public security or another specific risk. This approach adopts the basic regulatory model
of Directive 2006/24/EC, which the Court of Justice of the European Union declared invalid®* in 2014 pre-
cisely because of its disproportionate interference with the rights to privacy and personal data protection.
The Court’s subsequent case law has confirmed that combating crime, including serious crime, cannot
justify the preventive, general and indiscriminate retention of the traffic and location data of all users.
Strict conditions governing access to retained data cannot, in themselves, remedy the disproportionate
nature of the prior obligation to collect and retain those data on a general basis.

A final assessment of the applicable safeguards also requires an analysis of the legislation to which the
Pre-Draft ECL refers, particularly regarding the purposes for which access may be granted, the range of
authorized authorities, prior authorization by a court or another independent body, access logs, subse-
guent notification of affected persons, the protection of confidential professional communications, inde-
pendent oversight and effective legal remedies.

Considering the above, consideration should be given to abandoning general and indiscriminate data re-
tention and replacing it with targeted retention and the expedited preservation of data in specific cases,
subject to judicial oversight. If some form of data-retention regime is nevertheless retained, its purpose,
the categories of persons and data covered, and its duration should be precisely limited. It should also
include prior judicial or other independent review of access requests, special safeguards for privileged
communications, especially when it comes to the protection of the journalistic sources, an obligation to
record access and publish aggregate statistical data, oversight by the data protection authority and other
relevant safeguards.

VI. Open Internet Access

Article 154 of the Pre-Draft ECL establishes the principle of an open internet, under which end-users have
the right to access and distribute information and content freely and to use applications, services and
terminal equipment of their choice. Providers of internet access services must treat internet traffic trans-
parently and without discrimination and must not block, slow down, alter, restrict, interfere with or de-
grade specific content, applications or services.

By way of exception, reasonable traffic-management measures are permitted, if they are transparent, non-
discriminatory, proportionate, time-limited and based on objectively different technical requirements ra-
ther than the commercial interests of the service provider. Additional measures that may involve blocking,
slowing down or restricting traffic are permitted only for as long as necessary to comply with legislation
and decisions of competent courts or public authorities, protect the integrity and security of the network,
services and terminal equipment, or mitigate temporary network congestion, provided that equivalent
categories of traffic are treated equally. The CRA Council is to regulate the more detailed obligations of
internet access service providers through its rulebook.

24 JUDGMENT OF THE COURT (Grand Chamber) from 8 April 2014 in Joined Cases C-293/12 and C-594/12, available at EURLEX website via the
following link: https://bit.ly/4h9Mzff.
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In the European Union, open internet access is regulated by Regulation (EU) 2015/2120 of 25 November
2015% and the BEREC Guidelines on its implementation. The initial Guidelines were adopted in 20162° and
most recently updated in 2022%”. The EU regulatory framework is based on the equal and non-discrimina-
tory treatment of internet traffic, subject to strictly limited exceptions. National regulatory authorities are
required to directly monitor compliance with these rules, collect information, monitor traffic-management
practices, quality of service and the commercial practices of internet access providers, intervene in the
event of infringements, and periodically report to BEREC and the European Commission. Member States
are required to establish effective, proportionate and dissuasive penalties.

From the perspective of freedom of expression, the principle of an open internet constitutes an important
safeguard against the unjustified blocking of, or interference with, access to content by operators acting
as intermediary service provider Article 154 of the Pre-Draft therefore represents a significant improve-
ment to the existing regulatory framework. The same article prescribes also the measures that may lead
to the prevention of access in certain situations. Measures restricting access to harmful online content
may be justified in certain circumstances where this is necessary to protect an overriding legitimate inter-
est. Such circumstances may include:
e protecting minors from content that may impair their physical, mental or moral development;
e restricting content that incites violence or hatred against a group of persons or a member of such
a group; and
e preventing the dissemination of content that constitutes a criminal offence, including offences
related to child sexual abuse material or terrorism.

However, such measures should be precisely regulated by the relevant applicable legislation and narrowly
interpreted.

The exception under Article 154(4)(a) of the Pre-Draft ECL is particularly significant. It permits traffic re-
strictions where necessary to comply with legislation, including decisions of courts or public authorities
vested with the relevant powers. This provision adopts the basic approach of Article 3(3) of Regulation
(EU) 2015/2120 but omits an important element of the EU wording: “National measures regarding end-
users’ access to, or use of, services and applications through electronic communications networks shall
respect the fundamental rights and freedoms of natural persons, including in relation to privacy and due
process, as defined in Article 6 of the European Convention for the Protection of Human Rights and Fun-
damental Freedoms.”?.. Consequently, the ability to restrict internet traffic in Member States is also sub-
ject to fundamental-rights standards, particularly those concerning freedom of expression, privacy, legal-
ity, necessity and proportionality.

The Pre-Draft does not specify which bodies qualify as “public authorities vested with the relevant pow-
ers”, the legislation under which they may order restrictions on access, the criteria for determining the
scope and duration of such measures, or the legal remedies available to service providers, content provid-
ers and affected users. In this regard, a final assessment of the applicable safeguards would also require a
comprehensive analysis of the legislation regulating the prevention of access to the harmful content (e.g.
media legislation, or the legislation regulating the criminal offenses), particularly regarding the range of

25 Regulation (EU) 2015/2120 of the European Parliament and of the Council of 25 November 2015 lay down measures concerning open internet
access and amending Directive 2002/22/EC on universal service and users’ rights relating to electronic communications networks and services
and Regulation (EU) No 531/2012 on roaming on public mobile communications networks within the Union.

26 BEREC guidelines on the Implementation of the Open Internet Regulation by National Regulators of European Net Neutrality Rules, August 2016.
27 BEREC guidelines on the Implementation of the Open Internet Regulation, June 2022.

28 Regulation (EU) 2015/2120, Article 8.
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authorized bodies, oversight by a court or another independent body, effective legal remedies against
unjustified intervention etc.

The exceptions must be interpreted restrictively and applied only to the extent and for the duration strictly
necessary to pursue a legitimate aim established by law, completely in line with the applicable human
rights standards (tripartite test of legality, legitimacy, necessity and proportionality). This would reduce
the risk of abuse and prevent broad recourse to measures restricting the openness of the internet.

VIl. Recommendations
(a) Institutional Status of the CRA

A positive development could be seen at the provisions guaranteeing the CRA’s legal separation, functional
independence, separate legal personality and regulatory competences should be retained. At the same
time, to reduce the risk of political and other external influence, the following measures are recom-
mended:

e all general and specific eligibility requirements for the appointment of Council members and the
Director should be directly and exhaustively prescribed by the ECL itself, with a clear indication of
any provisions of the public appointments regime that apply correspondingly,

e the method of appointing the commission responsible for selecting Regulatory Council members
should be reconsidered to prevent the competent ministry from exercising dominant institutional
influence over its composition and work, while ensuring balanced representation of the public
sector, academia, the professional community and civil society,

e the principal rules governing the competition and candidate assessment should be determined
before the competition is announced, and their amendment after the application deadline should
be prohibited,

e candidates’ curricula vitae, assessment criteria, aggregate and individual scoring results, and the
commission’s reasoning should be published, subject to personal data protection requirements,

e the legal consequences of the Parliamentary Assembly’s failure to act within 30 days within the
meaning of Article 14(11) of the Pre-draft of ECL should be clearly outlined,

e an effective legal remedy against decisions adopted during the competitive selection procedure
should be available before an independent body or court, with clearly defined time limits, scope
of review and legal effects,

e the introduction of staggered terms of office upon the initial appointment of Council members
should be considered,

e adismissal procedure should be prescribed that includes prior notification, the right to respond,
the presentation of evidence, a reasoned and publicly available decision, and judicial protection
for the dismissed member,

e the collective dismissal of the Council should be limited to exceptional cases of serious and per-
sistent institutional deadlock and should be subject to warning, a period in which to remedy the
irregularities and effective judicial protection,

e the possibility of dismissing the Director for acting contrary to the “guidelines of the Parliamentary
Assembly” should be removed, as this provision conflicts with the prohibition on receiving instruc-
tions and the CRA’s functional independence,
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it should be expressly prescribed that the corresponding application of the Law on Administration
should not result in hierarchical, professional or other supervision by the executive branch over
the CRA's regulatory activities,

it should be ensured that the change in the employment status of the Agency’s staff increases the
CRA’s staffing flexibility while preserving merit-based recruitment, political neutrality, procedural
transparency, protection against arbitrary termination of employment, prevention of conflicts of
interest, and anti-corruption standards and transparency,

the remuneration of the Director and the Agency’s staff should correspond to the complexity of
their regulatory duties and labor-market conditions, so that the general remuneration regime ap-
plicable to state institutions does not undermine the CRA’s ability to attract and retain appropri-
ately qualified experts.

(b) Financial Independence of the CRA

Financing through regulatory fees, the CRA’s own transaction account, the carrying forward of surplus
funds, independent auditing and the public disclosure of financial reports are positive arrangements that
should be retained. In addition, the following measures are recommended:

objective, transparent, non-discriminatory and proportionate criteria for determining regulatory
fees should be precisely prescribed,

revenue should be stable, predictable and sufficient to enable the CRA to perform all its statutory
competences,

the Council of Ministers’ power to amend the Agency’s financial plan should be limited to review-
ing its legality and compliance with clearly established budgetary rules.

if the power to amend the financial plan is retained, any amendment made by the Council of Min-
isters should be reasoned, publicly available and based on criteria prescribed in advance,

the rule under which the financial plan adopted by the CRA Council applies if the Council of Min-
isters fails to act within the prescribed period should be retained.

(c) Retention of Communications Data

The provisions requiring the general retention of all users’ data for 24 months should be thoroughly re-
considered considering the case law of the Court of Justice of the European Union. The following measures
are recommended:

the general and indiscriminate obligation to retain the traffic and location data of all users should
be abandoned,

general data retention should be replaced with targeted retention based on objective criteria and
a mechanism for the expedited preservation of existing data in specific cases,

a clear distinction should be made between the retention of traffic and location data, IP addresses
and subscriber identity data, on the one hand, and expedited data preservation, on the other,
since these categories are not necessarily subject to the same degree of restriction,

the legitimate purposes of data retention and access should be precisely prescribed, with the most
intrusive measures limited to combating serious crime, addressing serious threats to public secu-
rity and, subject to specific conditions, protecting national security,
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any general data-retention measure adopted for national security purposes should be permitted
only temporarily in the event of a genuine, serious and present or foreseeable threat and should
be subject to periodic independent, including judicial review,

retention periods should be determined according to the category of data and demonstrated ne-
cessity and limited to the shortest period necessary,

in any event, consideration should be given to reducing the general retention period from 24 to
six months,

access to data should be subject to prior authorization by a court or another independent body,
except in clearly defined urgent cases subject to prompt subsequent review,

the authorities entitled to request access, the permitted purpose of a request, the required con-
tent of its reasoning, the categories of data that may be accessed and the relevant period should
be precisely defined in the relevant applicable legislation,

specific safeguards should be introduced for journalistic sources, professional legal privilege and
other privileged professional communications,

immutable access logs, regular independent audits and the publication of aggregated statistical
data on the number of requests the authorities submit to them and their outcomes should be
required,

oversight by the data protection authority should be ensured, including powers to inspect opera-
tors and state authorities,

affected persons should be subsequently notified once such notification can no longer jeopardize
the investigation or the legitimate objective of the measure, and effective judicial protection and
the right to compensation should be ensured,

a comprehensive legal analysis is recommended of the criminal procedure and intelligence legis-
lation to which the Pre-Draft refers, since the legality, legitimacy and proportionality of the overall
system cannot be assessed solely based on the provisions of ECL.

(d) Open Internet Access

The introduction of the open internet principle represents a significant improvement. To ensure the full
and effective implementation of Regulation (EU) 2015/2120, the following measures are recommended:

the general rule requiring equal, transparent and non-discriminatory treatment of internet traffic
should be retained,

it should be expressly prescribed that all exceptions must be interpreted restrictively and applied
only to the extent and for the duration strictly necessary and proportionate to a legitimate aim,

the courts and public authorities empowered to order the blocking, slowing down, filtering or
other restrictions of internet traffic, as well as the statutory powers on which such orders may be
based, should be precisely identified in the relevant applicable legislation,

every order for application of exceptional measures related to restriction of access should have a
clear statutory basis, be individually reasoned, limited in scope and duration, and subject to effec-
tive judicial review,

legal remedies should be available to internet access providers, content providers and affected
users, including the possibility of obtaining interim relief,
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restrictions should be subject to the requirements of legality, legitimacy, necessity and propor-
tionality and to the standards protecting freedom of expression, privacy and access to information
under the Constitution of Bosnia and Herzegovina, the European Convention on Human Rights
and relevant international standards,

effective, proportionate and dissuasive penalties should be prescribed for infringement of the
open internet rules,

the CRA should be required to publish periodic reports on the implementation of the rules, iden-
tified infringements, quality of service and measures imposed,

the Agency Council’s implementing rulebook should be adopted following public consultation and
aligned with the current BEREC Guidelines on the implementation of the Open Internet Regula-
tion.
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